SCERS Board of Retirement Regular Meeting

Sacramento County Employees’ Retirement System

RETIREMENT SYSTEM

Agenda Item 7D
MEETING DATE: September 16, 2026

SUBJECT: Privacy and Confidentiality Policy
SUBMITTED FOR: _X__ Action ____Information
RECOMMENDATION

Approve amendments to the Privacy and Confidentiality Policy.

PURPOSE/STRATEGIC PRIORITY

This item complies with Government Code Section 31532 and various state and federal laws
regarding security, privacy and confidentiality of SCERS’ records and information.

DISCUSSION

SCERS adopted its Privacy and Confidentiality Policy in May 2009, establishing guidelines and
procedures for the handling of the considerable amount of confidential information that it collects
and maintains as a public pension system. The policy has since been reviewed and affirmed
with minor amendments in January 2018, September 2021 and September 2024.

Pursuant to SCERS’ practice of reviewing and refreshing policies every three years or when
circumstances warrant, Staff has re-evaluated this policy in light of a recent review of the
Confidentiality Agreement form that is attached to the policy itself. The form has been updated
to SCERS’ current form template and is being maintained with other internal forms. Attaching
the form to the policy is unnecessary and inconsistent with other SCERS’ policies. The proposed
revisions eliminate references to the form as an attachment. Staff is also recommending minor,
non-substantive changes to clarify and update the form of the policy.

ATTACHMENTS

e Board Order
e Redlined version of policy with proposed amendments
e Clean version of policy with proposed amendments
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Eric Stern
Chief Executive Officer



;EE% Retirement Board Order

e Sacramento County Employees’ Retirement System

RETIREMENT SYSTEM

Before the Board of Retirement
September 16, 2026

AGENDA ITEM:
Privacy and Confidentiality Policy

THE BOARD OF RETIREMENT hereby approves the Staff recommendation
to approve amendments to the Privacy and Confidentiality Policy.

| HEREBY CERTIFY that the above order was passed and adopted on
September 16, 2026 by the following vote of the Board of Retirement, to wit:

AYES:
NOES:
ABSENT:
ABSTAIN:

ALTERNATES (Present but not voting):

Chris Giboney Eric Stern
Board President Chief Executive Officer and
Board Secretary

Item 7D



E PRIVACY AND
SCERS CONFIDENTIALITY POLICY

SACRAMENTO COUNTY
EMPLO \IH
RETIREMENT SYSTEM

PURPOSE

This policy provides a comprehensive plan to enable the Sacramento County Employees’
Retirement System (SCERS): to meet its commitment to protect the privacy of its members ;
to protect the security of SCERS, its employees; and its assets,; and to comply with relevant
legal requirements.

DEFINITIONS

“Confidential Information” —Fhis-is information obtained or created by SCERS that which-is
restricted as to access, disclosure or use. It may be found in any medium, whether oral,
written; or electronic, including—ineludes the following:

a. Pk-Personal Information (“PI”) is any non-public information that is identifiable to an
individual. Examples include demographic information (such as the individual's age
or address), eritmmay-be-health information; (such as his or her medical history),—
ireludes member records and sworn statements.

b. Sk-Security Information (“SI”) is information that, if improperly disclosed, could
adversely impact the security of SCERS or its members, employees, or assets.
Examples include information about SCERS’ information technology systems and
security, financial accounts, etc.

c. PRE-Privileged Information (“PRI”) is information that falls into a legally recognized
category that is protected from compulsory disclosure. An—eExamples includeis
attorney-client communications, litigation advice and legal work product.

Employees — For purposes of this policy, “employees” means all SCERS personnel who are
directly or indirectly supervised by the SCERS Board and/or SCERS management.

Individual — For purposes of this policy, “individual” means Aany person who is the subject
of PI.

POLICY

SCERS shall maintain the confidentiality of information that could impact the security of its
members, its employees; or its assets, as well as legally privileged information. Accordingly,
SCERS does not sell or trade members’ personal information,; nor does SCERS disclose it
to anyone other than those who need it to provide member services or those who are legally
entitled to it.
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In accordance with applicable laws and SCERS’ mission, all SCERS employees are

responsible for ensuring that Pl is;-ireluding-memberrecords-and-sworn-statements,are

not disclosed, except to:

e Authorized SCERS employees for approved purposes;;

e The member upon request;; or

e Third parties who have appropriate authorizing documentation.
In addition, SCERS employees are responsible for ensuring that Pl is obtained, used or
shared only to the minimum necessary extent that is required to further SCERS’ mission,

within the constraints of applicable laws. This means that access to Pl is permitted on a
need-to-know basis.

Reasonable safeguards are to be implemented to ensure the confidentialityprivaey of P,
including controls on who can access the information, how the information is used, how
it is obtained, stored and shared, and how it is eventually discarded.-Member-sworn

Sl and PRI are to be secured at all times from unauthorized disclosure or use.

The deliberate or negligent mishandling or misuse of PI, Sl, or PRI is considered to be
misconduct and is enforced through employee discipline.

APPLICATION
This SCERS privacy-policy will be implemented through the following activities:

1.

SCERS will obtain a complete and signed Confidentiality Agreement (in a form
prepared and approved by appropriate SCERS employeessubstantially-similarto-the
attached) from every Board of Retirement Member, SCERS employee, and all other
persons associated with SCERS who, in the course of that association, will or may
encounter Confidential Information, to ensure that the confidentiality of PI, SI, and PRI
is maintained. Alternatively, SCERS will require its vendors and service providers to
enter into service agreements that contain confidentiality provisions satisfactory to
SCERS’ counsel.

SCERS will maintain policies and procedures that provide guidance for the handling of
Pl, SI, and PRI.

SCERS will implement physical and electronic controls to protect the
confidentialityprivaey of PI, Sl, and PRI.

SCERS will train all employees upon entry and periodically thereafter on privacy and
confidentiality policies and procedures.

5—SCERS will maintain proper disclosures and disclaimers in all publications and

communications with outside parties that may involve PI.

5.
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6—SCERS will obtain a written authorization from anthe individual before disclosing that
individual’'s PI to third parties other than third parties working on behalf of SCERS or
those who require the information by law or pursuant to a court order (e.g., government
agencies, litigants, etc.). Other exceptions may apply as well.
6.
7. SCERS will obtain appropriate supporting documentation from third parties who require
Pl by law or pursuant to a court order before disclosing Pl to such parties—{e-g-

o5l )

8. SCERS will establish procedures for receiving and responding to disputes regarding
PI, for providing individuals access to their own PI, and for notifying individuals about
any unauthorized use of their PI.

9. SCERS will periodically review this privaey-policy to ensure that it addresses all relevant
laws and risks inherent in the handling of PI.

10.  SCERS will monitor compliance with this policy and applicable laws. This may include
periodic audits and other monitoring tools.

16:-11. See—also—SCERS’ “Protection of Individual Records Policy” that-identifies the
retirement benefit information that is disclosable by SCERS pursuant to a California
Public Records Act request under state law.

AUTHORITYBACKGROUND
There are numerousanumber-of federal and state laws that address privacy and security

issues_applicable to SCERS, including —Fhe-mest-sighificantlaw-in-this—area-is-California

Government Code Section 31532 of the County Employees Retirement Law of 1937, which
expressly states that sworn statements and individual precludes—disclosure—of SCERS’

member records and sworn statements unless proper authorization is providedare
confldentlal and shall not be dlsclosed except under Ilmlted cwcumstances Beyend%hese

RESPONSIBILITIES

Executive Owner:  Chief Operating Officer

POLICY HISTORY

Date Description
09-16-20264 | Board amended policy
09-18-2024 Board reaffirmed policy
09-15-2021 Board reaffirmed policy with amendments
08-01-2018 Renumbered from 009
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01-17-2018

Board affirmed in revised policy format

05-23-2009

Board approved new policy

SCERS Policy No. 022
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SCERS Privacy and Confidentiality Policy — Confidentiality Agreement

Instructions:

This form is to be completed and signed by all Retirement Board
Members, all SCERS employees, and other persons associated with
SCERS who in the course of that association will or may encounter
information that is considered confidential. The signed form will be
converted to electronic form and retained for a period of no less than
six (6) years from the last day of the signer's employment or
association with SCERS.

September-15,2021 Page 0 of 32



SCERS Privacy and Confidentiality Policy — Confidentiality Agreement
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"ﬁsk!f PRIVACY AND

SCERS CONFIDENTIALITY POLICY

EMPLOYEES'
RETIREMENT SYSTEM

PURPOSE

This policy provides a comprehensive plan to enable the Sacramento County Employees’
Retirement System (SCERS) to meet its commitment to protect the privacy of its members,
to protect the security of SCERS, its employees and its assets, and to comply with relevant
legal requirements.

DEFINITIONS

“Confidential Information” is information obtained or created by SCERS that is restricted as
to access, disclosure or use. It may be found in any medium, whether oral, written or
electronic, including the following:

a. Personal Information (“PI”) is any non-public information that is identifiable to an
individual. Examples include demographic information (such as the individual’s age
or address), health information (such as his or her medical history), member records
and sworn statements.

b. Security Information (“SI”) is information that, if improperly disclosed, could
adversely impact the security of SCERS or its members, employees, or assets.
Examples include information about SCERS’ information technology systems and
security, financial accounts, etc.

c. Privileged Information (“PRI”) is information that falls into a legally recognized
category that is protected from compulsory disclosure. Examples include attorney-
client communications, litigation advice and legal work product.

Employees — For purposes of this policy, “employees” means all SCERS personnel who are
directly or indirectly supervised by the SCERS Board and/or SCERS management.

Individual — For purposes of this policy, “individual” means any person who is the subject of
PI.

POLICY

SCERS shall maintain the confidentiality of information that could impact the security of its
members, its employees or its assets, as well as legally privileged information. Accordingly,
SCERS does not sell or trade members’ personal information, nor does SCERS disclose it
to anyone other than those who need it to provide member services or those who are legally
entitled to it.

1. In accordance with applicable laws and SCERS’ mission, all SCERS employees are
responsible for ensuring that Pl is not disclosed, except to:
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e Authorized SCERS employees for approved purposes;
e The member upon request; or

e Third parties who have appropriate authorizing documentation.

In addition, SCERS employees are responsible for ensuring that Pl is obtained, used or
shared only to the minimum necessary extent that is required to further SCERS’ mission,
within the constraints of applicable laws. This means that access to Pl is permitted on a
need-to-know basis.

Reasonable safeguards are to be implemented to ensure the confidentiality of PI,
including controls on who can access the information, how the information is used, how
it is obtained, stored and shared, and how it is eventually discarded.

Sl and PRI are to be secured at all times from unauthorized disclosure or use.

The deliberate or negligent mishandling or misuse of Pl, Sl, or PRI is considered to be
misconduct and is enforced through employee discipline.

APPLICATION
This policy will be implemented through the following activities:

1.

SCERS will obtain a complete and signed Confidentiality Agreement (in a form
prepared and approved by appropriate SCERS employees) from every Board of
Retirement Member, SCERS employee, and all other persons associated with SCERS
who, in the course of that association, will or may encounter Confidential Information,
to ensure that the confidentiality of P, SI, and PRI is maintained. Alternatively, SCERS
will require its vendors and service providers to enter into service agreements that
contain confidentiality provisions satisfactory to SCERS’ counsel.

SCERS will maintain policies and procedures that provide guidance for the handling of
Pl, SI, and PRI.

SCERS will implement physical and electronic controls to protect the confidentiality of
Pl, SI, and PRI.

SCERS will train all employees upon entry and periodically thereafter on privacy and
confidentiality policies and procedures.

SCERS will maintain proper disclosures and disclaimers in all publications and
communications with outside parties that may involve PI.

SCERS will obtain a written authorization from an individual before disclosing that
individual’s Pl to third parties other than third parties working on behalf of SCERS or
those who require the information by law or pursuant to a court order (e.g., government
agencies, litigants, etc.). Other exceptions may apply as well.

. SCERS will obtain appropriate supporting documentation from third parties who require

Pl by law or pursuant to a court order before disclosing PI to such parties.
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8. SCERS will establish procedures for receiving and responding to disputes regarding
P1, for providing individuals access to their own PI, and for notifying individuals about
any unauthorized use of their PI.

9. SCERS will periodically review this policy to ensure that it addresses all relevant laws
and risks inherent in the handling of PI.

10. SCERS will monitor compliance with this policy and applicable laws. This may include
periodic audits and other monitoring tools.

11. SCERS’ “Protection of Individual Records Policy” identifies retirement benefit
information that is disclosable by SCERS pursuant to a California Public Records Act
request under state law.

AUTHORITY

There are numerous federal and state laws that address privacy and security issues
applicable to SCERS, including California Government Code Section 31532 of the County
Employees Retirement Law of 1937, which expressly states that sworn statements and
individual member records are confidential and shall not be disclosed except under limited
circumstances.

RESPONSIBILITIES
Executive Owner: Chief Operating Officer

POLICY HISTORY

Date Description
09-16-2026 Board amended policy
09-18-2024 Board reaffirmed policy
09-15-2021 Board reaffirmed policy with amendments
08-01-2018 Renumbered from 009
01-17-2018 Board affirmed in revised policy format
05-23-2009 Board approved new policy
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